East-West Gateway Council of Governments
Board of Directors (BOD) Meeting

St. Louis Regional Complex Coordinated
Terrorist Attack (CCTA) Program

May 29, 2019




East-West Gateway Council of Governments
Board of Directors (BOD) Meeting

St. Louis Regional Complex Coordinated
Terrorist Attack (CCTA) Program

May 29, 2019




ations: C

Madrid, 2004

Coordi d Terrorist Attacks

Table 1: CCTA Examples

Method

Train Bombings

Consequence

1,800+ Wounded, 190 Killed

London, 2005

Train and Bus Bombings

784 Wounded, 52 Killed

Mumbai, 2008

Firearms, Bombings, and Arson

308 Wounded, 164 Killed

Paris, 2015

Firearms and Bombings

368 Wounded, 130 Killed

Brussels, 2016

Airport and Train Bombings

330 Wounded, 32 Killed

Alexandria/Tanta, 2017

Church Bombings

126 Wounded, 45 Killed

Barcelona, 2017

Vehicle Ramming and Knife Attack

130 Wounded, 16 Killed
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Lone Perpetrator

Increased Complexity

Emanuel African Sandy Hook Boston Marathon Mumbai
Methodist Episcopal Elementary School Bombing, 2013 Attacks, 2008
Church, 2015 Shooting, 2012 !
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St. Louis Regional
CCTA Program

+ $1.4 Million Grant from DHS/FEMA
- 2 states, 8 counties, over 200 municipalities

+ Planning, Training, and Exercise Focus
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Officials are not fully aware of
the mechanisms available to
report intelligence information
or suspicious activity.
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Officials are not fully aware of Disconnect between commanders and
the mechanisms available to operators on response capabilities,

report intelligence information especially for a maritime attack
or suspicious activity.

There is a lack of coordination and Failure to provide early notification
communication with public utilities to hospitals.
and public works during a CCTA; Their

role is not defined. ,
Lack of trust between agencies and

public: need to establish credibility
Police/Fire/EMS need to train and trust ahead of time.

together.
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# of Meetings: 18

# of Workshops: 10

# of Exercises: 9

# of Locations: 16

# of Agencies: 390

# of Participants: 1305*
# from Missouri: 730

# from lllinois: 352

# from Federal: 79
*Total number of people

included in program activities

Development and Planning Meetings
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Common Observable Behaviors
Any one of these activities may seem insignificant on its own, buf when observed in com
with other suspcious behaviors may constitute a basis for reporting

s
e

Surveillance
* Suspicious photographing and/or videotaping; various maps or drawings of locations; note taking

Elicitation

« Attempts to gain information on people, locations, security; suspicious or unusual questions

Test of Security

= Attempts to gain access to controlled areas; create diversion to observe security response time
Acquiring Supplies

* Acquiring weapons, military gear, ammunition, explosives components, uniforms, IDs, vehicles

Suspicious Persons
* Individuals in places they don't belong; persons who seem out of place for timing/location

Dry Runs

* Mapping routes, photographing security cameras; rehearsal of attack plan

SUBMIT ATIP

* Factors such as race, ethnicity, national origin, or religious s alone are not and should not be the basis

REPORT SUSPICIOUS ACTIVITY
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Surveillance

* Suspicious photographing and/or videotaping; various maps or drawings of locations; note taking

Elicitation

« Attempts to gain information on people, locations, security; suspicious or unusual questions

Test of Security

= Attempts to gain access to controlled areas; create diversion to observe security response time

Acquiring Supplies

* Acquiring weapons, military gear, ammunition, explosives components, uniforms, IDs, vehicles

Suspicious Persons
* Individuals in places they don't belong; persons who seem out of place for timing/location

Dry Runs

* Mapping routes, photographing security cameras; rehearsal of attack plan

SUBMIT ATIP

* Factors such as race, ethnicity, national origin, or religicus affiliation alone are not suspicious and should not be the basis

REPORT SUSPICIOUS ACTIVITY

Organizations
Belleville Police Department

Fairview Heights Police Department

Federal Bureau of Investigation (FBI)

Franklin County Emergency Management Agency

Grantfork Police Department

Hagerty Consulting

Highland Police Department

llinois State Police (ISP)

Kansas City Regional Fusion Center (KCFRC)

Missouri Office of Homeland Security

Missouri State Highway Patrol
i i Analysis Center (MIAC)

St. Louis Area Regional Response System (STARRS)

St Louis County Police Department

St Louis County SWAT

St. Louis Fusion Center (STLFC)

St. Louis Regional Bomb and Arson

Statewide Terrorism and Intelligence Center (STIC)
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Organizations

Belleville Police Department

Fairview Heights Police Department

Federal Bureau of Investigation (FBI)

Franklin County Emergency Management Agency

Grantfork Police Department

Hagerty Consulting

Highland Police Department

lllinois State Police (ISP)

Kansas City Regional Fusion Center (KCFRC)
Missouri Office of Homeland Security

Missouri State Highway Patrol

Missouri Information Analysis Center (MIAC)
St. Louis Area Regional Response System (STARRS)
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St. Louis County SWAT
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Statewide Terrorism and Intelligence Center (STIC)
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Initial Findings

“| feel confident in my understanding of the
region’'s capabilities, equipment, and resources
for maritime response.”

Law Enforcement
- Prior to workshop: 3.19
- After the workshop: 4.32

Firel[EMS
- Prior to workshop: 3.57
- After the workshop: 4.29

32.



Initial Findings

What did you learn? derstanding of the
The capabilities of the coast guard. Procedures on  Jar-Ye s Teto Ne=tte I gel=1

the IL side of the river. Difficulties with deploying sponse.”
resources on the river (boat launches, time to deploy,
etc.). Likelihood of this event traveling down-river
and moving through various jurisdictions.

- After the workshop: 4.32

Firel[EMS
- Prior to workshop: 3.57
- After the workshop: 4.29
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Initial Findings

What did you learn? Workshop feedback:
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Initial Findings

What did you learn?

The capabilities of the coast guard. Procedures on
the IL side of the river. Difficulties with deploying
resources on the river (boat launches, time to deploy,
etc.). Likelihood of this event traveling down-river
and moving through various jurisdictions.

Bottom line: At the operator/responder level, we
all understand the importance of this and we all
get along fine... area commanders from across
disciplines MUST get together and create a
regional plan, and participate in this program.

Workshop feedback:
Excellent workshop. Great
participation from those involved.

Good venue- skilled facilitators-
appropriate scenario
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Initial Findings

What did you learn?

The capabilities of the coast guard. Procedures on
the IL side of the river. Difficulties with deploying
resources on the river (boat launches, time to deploy,
etc.). Likelihood of this event traveling down-river
and moving through various jurisdictions.

Bottom line: At the operator/responder level, we
all understand the importance of this and we all
get along fine... area commanders from across
disciplines MUST get together and create a
regional plan, and participate in this program.

Workshop feedback:
Excellent workshop. Great
participation from those involved.

Good venue- skilled facilitators-
appropriate scenario

What are additional challenges?
Combined training with fire
departments with the boats and
boarding target boats.
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Initial Findings

What did you learn? Workshop feedback:
The capabilities of the coast guard. Procedures on Excellent workshop. Great
the IL side of the river. Difficulties with deploying ¥y  participation from those involved.
resources on the river (boat launches, time to deploy,

etc.). Likelihood of this event traveling down-river Good venue- skilled facilitators-

appropriate scenario

and moving through various jurisdictions.

o ATTE Ne \Warksnon: 4

Bottom line: At the operator/responder level, we
all understand the importance of this and we all What are additional challenges?
get along fine... area commanders from across Combined training with fire
disciplines MUST get together and create a departments with the boats and
regional plan, and participate in this program. boarding target boats.

Need to get the actual training on how to
board a boat in the water.

38.
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St. Louis Regional P10 Group
9:00AM Welcome and Introductions
Purpose of group and information sharing
Mutual Aid Agreement
Training

10:00AM Kurtis Nelson, Intelligence Analyst Il St. Louis Fusion Center — Terrorism Early
Warning Group

11:00AM Breakout in smaller regional groups/Networking

2019 Active Killer

Unified Command Tabletop
Exercise for Police, Fire & EMS
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‘ The FBI WMD Directorate is Pleased

to Sponsor (3) Sessions of a Full-Day

WEAPONS OF MASS
DESTRUCTION
WORKSHOP

WHO

Local, State, and Federal Law Enforcement,
First Responders, Public Health, Safety,
and Security Officials

WHEN

March 11-14, 2019

Registration opens at 8:00 AM
Workshop is from 8:30 AM—4:00 PM

WHAT

The workshop is intended to provide
situational awareness of the WMD threat
through the following presentations:
WMD National Threat Picture

WMD Threat Credibility Evaluation Process

Fentanyl and Fourth Generation Nerve Agents

Chemical and Recognition
Agro/Food Security Threat Awareness
unmanned Aircraft Systems (Drone)
Biological Threat Awareness

WMD Case Studies

END
PROGRAM

REGISTER BY
CLICKING THE
LINK BELOW

MARCH 11

St. Louis University

Salus Center Auditorium

Room 1411

3545 Lafayette Ave

St. Louis, MO 63104
lick here to register

MARCH 12
Missouri State Public
Health Laboratory

101 Chestnut 5t
Jetferson City, MO 65101

MARCH 14
University of IL—
springfield

Brookens Auditorium
One University Plaza,
Springfield, IL 62703
Click here to register

SPECIAL
THANKS TO

Our co-hasts: Institute for
Biosecurity at St. Louis Uni-
wversity and The University
of lllinois Springfield
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of lllinois Springfield
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