AGENDA
ST. LOUIS AREA REGIONAL RESPONSE SYSTEM
BOARD OF DIRECTORS
Thursday, April 12,2018 - 11:30 A.M.
ST. LOUIS CITY FIRE HEADQUARTERS

CALL TO ORDER BY DON FEHER, PRESIDENT
APPROVAL OF MINUTES OF MARCH 15, 2018 MEETING

DISCUSSION ITEMS

A. FY 2018 St. Louis Regional Risk Validation Process SGT. BILL ROCHE
St. Louis County PD
St. Louis Fusion Center/TEW Group

ACTION ITEMS

A. STARRS Finance Committee Report WARREN ROBINSON
Jefferson County, MO
Emergency Management Agency

B. Regional Security Expenditures NICK GRAGNANI
STARRS

C. Nominating Committee Report TONY FALCONIO

Madison County, Illinois
Emergency Management Agency

OTHER BUSINESS
NEXT MEETING AND ADJOURNMENT

The next meeting of the Board will occur on Thursday, May 17, 2018 at 11:30 AM




STARRS BOARD OF DIRECTORS
MEETING MINUTES
March 15, 2018

The meeting of the STARRS Board of Directors was called to order at 11:30 a.m. at the City of
St. Louis Fire Headquarters, 1421 N. Jefferson, St. Louis, Missouri, with attendance as follows:

Board Executive Officers Present

Don Feher, President Brian Gettemeier
Bill Roche, Vice-President Justen Hauser
Warren Robinson, Treasure Chris Hunt
Anthony Falconio, Secretary Dennis Jenkerson
Directors Present éQakrl‘(r_‘ I\L/leykam
Greg Brown ] Ih IN ausk
Gary Christmann onn o,wa
L Larry O’Toole

Jim Fingerhut

Dave Todd
Todd Fulton John Whitak
Sarah Gamblin-Luig ohn Vvhitaker

Ex Officio

Jim Wild

In attendance were Nick Gragnani, Brian Marler, and Ky Kee, STARRS and Leah Watkins, and
Staci Alvarez East-West Gateway Council of Governments staff.

CALL TO ORDER

Don Feher, Chair, called the meeting to order.

APPROVAL OF MINUTES OF JANUARY, 2018 MEETING

Motion was made by Gary Christmann, seconded by Greg Brown, to approve the minutes of the
February 15, 2018 meeting. Motion passed unanimously.

DISCUSSION ITEMS

Director’s Report

Nick Gragnani advised the members of the recent monitoring visit by the Missouri Office of
Homeland Security (Mo OHS). He stated that the staff met with Mo OHS staff and reviewed
many of the STARRS and East-West Gateway (EWG) financial documents. Nick thanked
everyone who assisted with the equipment review, which included Brian Naeger, St. Louis
Metropolitan Police Department and Jim Fingerhut, St. Charles County Ambulance District. He
advised further that in addition to the Mo OHS monitoring visit there was also an audit from the
U.S. Department of Homeland Security’s, Office of Inspector General, which occurred the week
after the Mo OHS monitoring visit. Mr. Gragnani advised that there were no significant issues
that occurred because of both audits but he stressed again the importance of the need to validate



that jurisdictions, agencies and departments are compliant with the National Incident
Management System (NIMS). In addition, he explained the importance of the STARRS
subcommittees to submit their meeting agendas and minutes to STARRS which support the
STARRS process on how federal grant funding is distributed and managed across the region.

He then explained that the submission of Investment Justifications (1J) for the FY 2018 funding
closes on Friday, March 16, 2018. He reminded the Board that any agency that is requesting
funding from the FY 2018 grant must validate that they are compliant with the National Incident
Management System (NIMS) by submitting the proper NIMS documentation. He explained that
staff is not requesting the NIMS certificates from every member of an agency; only those
members who command the resource that was purchased by EWG using federal Homeland
Security grant funds.

Mr. Gragnani then briefed the Board on the FY 2018 1J vetting process, which starts with the
STARRS Finance Committee members completing the Force Comparison voting on each
submitted project. The committee will then meet and review the results of the Force Comparison
and make their recommendation for the FY 2018 funding. The Committee’s recommendation
will be presented to the STARRS Board at the April 12, 2018 meeting. Nick reminded the
members present that the FY 2018 Urban Areas Security Initiative (UASI) grant funding
announcement has not been released. He explained further that the FY 2018 federal budget had
not been approved and until it is we will not know if funds were made available to continue the
UASI grant program, if the St. Louis region was still eligible as a UASI region, or the amount of
funding the region will be awarded.

St. Louis University Emergency Management Advisory Board

Mr. Shawn Steadman, St. Louis University School for Professional Studies introduced the Board
to the St. Louis University’s Emergency Management Program which focuses on improving
community resilience. Mr. Steadman advised that the program encompasses all of the sectors
recognized by the Department of Homeland Security and the Federal Emergency Management
Agency as a comprehensive, multi-discipline program including communications, firefighting,
public health and medical, search and rescue, hazardous materials, law enforcement, military,
social services, and business continuity. He said the program is five years old and is recognized
as one of the best in the United States. Shawn stated he is looking for individuals in one of the
sectors identified that can serve on an advisory committee for the program. The goal will be to
use these individuals as subject matter experts who will advise the program on changing trends
and new initiatives in the field of emergency management. He stated that they anticipate that this
advisory committee would meet twice a year and will be used to help design and guide the
program. Anyone interested in serving on the St. Louis University School for Professional
Studies Emergency Management Program Advisory Committee should contact either Shawn

at Shawn.Steadman@SLU.edu or by phone to 314-302-0245.

St. Louis Regional THIRA Update

Dale Chambers provided a review of the 2017 UASI THIRA submission. The threats and
hazards remained the same from 2016. Information was also provided regarding upcoming


mailto:Shawn.Steadman@SLU.edu

changes to the 2018 THIRA and the State Preparedness Report, which the THIRA informs. Dale
recommends the sub-committees reconvene for special THIRA meetings to address changes this
year. Specific details will be released when the FY2018 Homeland Security grants are released.

ACTION ITEMS

STARRS Executive Committee Report
Board President Don Feher summarized the following STARRS Executive Committee
nominations for approval:

Finance Committee — STARRS Board Treasurer, Warren Robinson is the Committee Chair

Gary Christmann, St. Louis City, MO Emergency Management Agency
Greg Brown, Eureka Fire Protection District, Eureka, MO

Don Feher, St. Clair County, IL Emergency Management Agency
Justen Hauser, Franklin County, MO Department of Health

Joann Leykam, St. Charles County, MO

Dave Todd, St. Charles County, MO

Jim Wild, East-West Gateway Council of Governments

Nominating Committee - STARRS Board Secretary, Anthony Falconio is the Committee
Chair

e Abe Cook, Franklin County, MO Emergency Management Agency

e Mark Diedrich, St. Louis County Police, Office of Emergency Management

e Chris Hunt, St. Charles County, MO Emergency Management Agency

e Herb Simmons, St. Clair County, IL 911 Emergency Telephone Service Bureau

Motion approving the Executive Committee appointments was made by Dave Todd, seconded by
Joann Leykam. Motion carried, all voting aye.

Regional Security Expenditures

Nick Gragnani, STARRS, summarized staff’s recommendation of the following expenditures,
totaling $135,960. The expenditures will be funded from the U.S. Department of Homeland
Security’s Urban Area Security Initiative (UASI) and the Assistant Secretary of Preparedness
and Response (ASPR) Hospital Preparedness grant programs.

Action Description Amount

Contract University of Missouri Fire Rescue Training, for Swiftwater and Flood $10,600
Boat Rescue Training

Contract JMG Logistics, LLC, for EMS Strike Team Leader Training $12,860

Sub-grant Madison County, Illinois, for the installation of a video downlink receiver $112,500

Award at the Illinois State Police Communication Tower in Collinsville, Illinois

Motion approving the recommendation was made by Greg Brown, seconded by Dave Todd.
Motion carried, all voting aye.



Nominating Committee Report

Anthony Falconio summarized the following Nominating Committee’s STARRS Sub-
Committee recommendations:

New Subcommittee Applicants

Emergency Medical Services

Jamie Guinn, Chief, North Jefferson County Ambulance District.
Public Health

Michael Bean, Epidemiology, City of St. Louis Health Department.

Training and Exercise

Stephanie Norton, Deputy Director, Franklin Co. Emergency Management Agency.
Request for Removals/Resignations

Law Enforcement

Kevin Murphy, Clayton Police Department, resigned from committee

Motion approving the recommendations was made by Gary Christmann, seconded by Greg
Brown. Motion carried, all voting aye.

OTHER BUSINESS

None

NEXT MEETING & ADJOURNMENT

The next STARRS Board of Directors meeting is scheduled for Thursday, April 12, 2018 at
11:30 a.m., in the auditorium of St. Louis City Fire Headquarters.

Motion to adjourn the meeting was made by Gary Christmann, seconded by Todd Fulton.
Motion carried, all voting aye.

The meeting was adjourned at 12:02 PM.

Anthony Falconio
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St. Louis, MO-IL

Relative Risk Score

Threat (25%) x Vulnerability (25%) x Consequence (50%)
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Data Element Definitions

Threat (25%)
Threat Level: Threat analysis considers specific, implied and potential physical terrorist threats based on Intelligence Community (IC) reporting and FBI information. The threat
assessment includes IC disseminated threat reporting that revealed known and credible violent extremist plots, casings, threats, or aspirations.

Vulnera

Targeted Infrastructure Assets: A subset of the DHS Office of Cyber & Infrastructure Analysis (OCIA) Level 1 and Level 2 count for assets and systems in the jurisdiction that
DHS Intelligence and Analysis (I&A) assesses as most likely to be targeted, including: transportation — aviation, mass transit, and commuter rail; large public and commercial
facilities and venues (hotels, resorts, stadiums and arenas, and large office buildings); and government facilities.

Border Crossings: The annual number of international border crossings at land, air, and water ports of entry into the United States as gathered by CBP.

International Waters: Determined by geospatial analysis and each jurisdiction received either full credit or none. UASIs that border the Pacific Ocean, Atlantic Ocean, or Gulf
of Mexico are considered to have an International Water. UASIs that border a Great Lake adjoining Canada are credited as having an International Border and not an
International Water. UASIs that have river ports or internal harbors do not receive credit for having an International Water.

International Borders: Determined by geospatial analysis and each jurisdiction received either full credit or none (i.e., Yes or No). Includes both land and water borders with
Canada and Mexico.

Isolation: Jurisdictions outside the contiguous U.S. determined by geospatial analysis and each jurisdiction received either full credit or none (i.e., Yes or No).

Daily Visitors: The summation of the average daily international and domestic visitor population within a jurisdiction.

Special Event Metric: The special event metric incorporates both Special Event Assessment Rating (SEAR) and population data. The SEAR Methodology determines the relative
risk of a terrorist attack for each special event submitted using a scenario-based assessment, which includes terrorist attack scenarios, to help determine the event’s risk as
well as vulnerability and consequence data. The number of events considered is proportional to the full population of each jurisdiction, relative to the total population of all
participants. The total population is used to calculate an event risk score per capita for each jurisdiction.

Consequence (50%)

Population x Density: The total population (residents, commuters, visitors) for each Census block group in the UASI multiplied by the density, aggregated to the UASI level.

Density: Sum of densities (population divided by area) of all the block groups in the UASI weighted by the percent of the UASI’s population who are present in each block
group. This notion of density represents an average local concentration of people in the UASI, rather than its total population divided by total area. The population density in
the Population Index is now capped for the densest one percent of block groups. The block groups in this top one percent will receive the same population density as the 99th
percentile block group.

Total Population: Sum of all residents, commuters, and daily visitors in the UASI.

Residents: Total resident population of all Census block groups in the UASI based on 2010 Census data with 2016 updates.

Commuters: Total daytime increase in population of all Census block groups in the UASI based on Census data for commuting patterns. For each block group this daytime
increase is the difference between the commuters who enter the block group and those who leave it, if the difference is positive.

Daily Visitors: The average number of visitors present in all Census block groups in the UASI on a single day. The data is based on domestic visitors from a three year (2014,
2015, and 2016) survey of travel behavior by D.K. Shifflet & Associates. International visitors are provided by National Travel & Tourism Office (2014, 2015, 2016), Statistics
Canada (2014, 2015, 2016), and Banco de México (2013, 2014, 2015).

GDP: The annual estimate of the UASI’s Gross Domestic Product (GDP).

Level 1 & 2 Assets: The count of Level 1 and Level 2 assets and systems within the UASI, as compiled by OCIA. These counts exclude Chemical Facility Anti-Terrorism Standards
(CFATS) facilities and include defense industrial base (DIB) facilities.

Military Personnel (normalized): The number of U.S. military personnel stationed at installations in the UASI (including active duty, reserve, guard troops, and civilian
personnel) normalized by the maximum personnel number for any UASI.

Relative Risk Score

This Risk Profile details the risk data elements and how they
compare across the other UASIs considered in the risk analysis.

Relative Risk Score: This UASI's score as compared to the highest
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FY 2018 SHSP and UASI Risk Assessment
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FY 2017 SHSP and UASI Risk Assessment
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Frequently Asked Questions

The FY 2018 Threat Methodology for
Homeland Security Grant Program

(U) Overview

(U//FOUOQO) Each year the DHS Office of Intelligence and Analysis (I&A) receives many inquiries about the threat
portion of the risk formula as part of the overall risk methodology that supports the Secretary’s Homeland Security
Grant Program (HSGP), which is administered by FEMA. This document answers the questions about the terrorist
threat portion of the risk formula that we most consistently see from our stakeholders. This year, FEMA has instituted
changes to weighting of the threat formula, which is being briefed and messaged in other forums; for the purposes of
how I&A conducted its threat analysis, nothing changed this year from FY2017.

(U//FOUQ) Are there any major changes for FY2018 with regards to how FEMA

considers the threat portion of the risk formula?

(U//FOUO) Yes. Though I&A did not change any internal processes influencing how we determine threat rankings this
year, FEMA has re-weighted the threat portion of the overall ranking from 30% to 25%, and the vulnerability portion
from 20% to 25% to account for the dynamic Homeland threat environment, marked by increasingly diffuse and
unpredictable homegrown violent extremist* (HVE) activity, a broadened foreign terrorist organization (FTO) target
set, to include soft targets, and the persistent threat of domestic terrorism.? 1&A continued to account for terrorism
incidents—including attacks, disrupted plots, and arrests with a terrorism nexus—in its calculations, acknowledging
that these events, though potentially marking the end of a specific threat stream, may be indicative of broader terrorist
activity within a locality. Intelligence reporting establishing a link between the perpetrators of attacks and terrorist
organizations was also incorporated based on the potential that these organizations have an enduring interest in the
locality targeted.

(U) Is threat the same as risk?
(U) No. Threat is one component of FEMA’s overall calculation of “risk”, and accounts for 25% of the risk formula.
The other two components are vulnerability and consequence.®

(U//FOUO) How are Metropolitan Statistical Areas (MSAs) and states/territories

categorized in terms of threat?
(U//FOUQ) For the purposes of the Urban Areas Security Initiative (UASI), I&A uses an analytic threat methodology
model to assign MSAs into one of four categories. From the highest threat level to the lowest threat level these are:

1 (U//FOUO) DHS defines an HVE as an individual of any citizenship who has lived and/or operated primarily in the United States or its territories who advocates, is
engaged in, or is preparing to engage in ideologically-motivated terrorist activities (including providing support to terrorism) in furtherance of political or social objectives
promoted by a foreign terrorist organization, but is acting independently of direction by a foreign terrorist organization. HVEs are distinct from traditional domestic
terrorists who engage in unlawful acts of violence to intimidate civilian populations or attempt to influence domestic policy without direction from or influence from a
foreign actor.

2 (U/IFOUO) DHS defines domestic terrorism as any act of unlawful violence that is dangerous to human life or potentially destructive of critical infrastructure or key
resources committed by a group or individual based and operating entirely within the United States or its territories without direction or inspiration from a foreign terrorist
group. This act is a violation of the criminal laws of the United States or of any state or other subdivision of the United States and appears to be intended to intimidate or
coerce a civilian population, to influence the policy of a government by intimidation or coercion, or to affect the conduct of a government by mass destruction,
assassination, or kidnapping. A domestic terrorist differs from a homegrown violent extremist in that the former is not inspired by and does not take direction from a foreign
terrorist group or other foreign power.

3 (U) DHS Lexicon defines threat, vulnerability, and consequence as the following: Threat: “indication of potential harm to life, information, operations, the environment
and/or property,” Terrorism: “premeditated threat or act of violence, against persons, property, environmental, or economic targets, to induce fear or to intimidate, coerce
or affect a government, the civilian population, or any segment thereof, in furtherance of political, social, ideological, or religious objectives,” Vulnerability: “physical
feature or operational attribute that renders an entity open to exploitation or susceptible to a given hazard,” Consequence: “effect of an event, incident, or occurrence.”
(DHS Lexicon Terms and Definition, 2018 Edition).
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Threat Level 1, Threat Level 2, Threat Level 3 and Threat Level 4. Similarly, in support of the State Homeland
Security Program (SHSP) I&A assigns the various states and territories into three categories. From the highest threat
level to the lowest threat level these are: Threat Level 1, Threat Level 2, and Threat Level 3. Inclusion in a given threat
level is determined by and commensurate with specific, implied and potential threats analyzed as part of I&A’s threat
methodology.

(U//FOUO) How are each of the state/territory and MSA threat levels defined?
(U//FOUO) MSA Threat Levels

(U//FOUQO) Threat Level 1

(U//FOUO) We assess that international and domestic terrorists and HVEs, almost certainly have an enduring
interest to conduct attacks against these MSAs in order to cause economic damage and mass causalities. These
locations have consistently been the subject of a range of past plots, have specifically been identified by
international or domestic terrorists as Homeland targets, and/or experienced high levels of violent extremist
activity. This judgment is based on FBI information and a substantial body of highly credible and specific
Intelligence Community (IC) threat reporting, disrupted plots, or violent extremist activity.

(U//FOUQ) Threat Level 2

(U//FOUO) We assess international and domestic terrorists, and HVES, probably have the intent to attack these
particular MSAs. This judgment is based on FBI information and a body of credible past threat reporting ranging
from medium to high credibility, disrupted plots, or violent extremist activity.

(U//FOUQO) Threat Level 3

(U//FOUO) We assess that international and domestic terrorists, and HVES, may have the intent to attack these
particular MSAs. This judgment is based on FBI information and limited, fragmentary, or uncorroborated past
threat reporting, little or no disrupted plots, or minimal violent extremist activity. While we cannot rule out the
possibility of a future attack, previous reporting does not indicate a clear desire to attack these particular MSAs.

(U//FOUQO) Threat Level 4

(U//FOUO) We lack information indicating that international and domestic terrorists, and HVES, have an interest
in attacking these particular MSAs. While we cannot discount the possibility of an attack, FBI information and the
absence of recent specific, credible threat information about these particular MSAs does not suggest a desire for
future attacks.

(U//FOUO) State/Territory Threat Levels

(U//FOUQ) Threat Level 1

(U//IFOUO) We assess that international and domestic terrorists and HVES, almost certainly have an enduring
interest to conduct attacks against these states/territories in order to cause economic damage and mass causalities.
These locations have consistently been the subject of a range of past plots, have specifically been identified by
international or domestic terrorists as Homeland targets, and/or experienced high levels of violent extremist
activity. This judgment is based on FBI information and a substantial body of highly credible and specific IC
threat reporting, disrupted plots, or violent extremist activity

(U//FOUQO) Threat Level 2
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(U//FOUO) We assess international and domestic terrorists, and HVES, probably have the intent to attack these
particular states/territories. This judgment is based on FBI information and a body of credible past threat reporting
ranging from medium to high credibility, disrupted plots, or violent extremist activity

(U//FOUQ) Threat Level 3

(U//FOUO) We assess that international and domestic terrorists, and HVES, may have the intent to attack these
particular states/territories. This judgment is based on FBI information and limited, fragmentary, uncorroborated,
or no past threat reporting, little or no disrupted plots, or minimal violent extremist activity. While we cannot rule
out the possibility of a future attack, previous reporting does not indicate a clear desire to attack these particular
states/territories.

(U//FOUO) What information is the threat analysis based upon?

(U//FOUOQO) 1&A’s threat analysis considers specific, implied and potential physical terrorist threats reported in IC
reporting and FBI information. The threat assessment includes IC disseminated threat reporting that revealed known
and credible violent extremist plots, casings, threats, or aspirations. In addition to threat reporting, the analysis
considers incidents of terrorism and reporting that establishes a nexus between these incidents and terrorist
organizations.

(U//FOUO) What kind of terrorist threats are considered when assigning a threat

level to a jurisdiction?

(U//FOUOQO) As in FY2017, the Department (through 1&A) considered terrorist threats derived from individuals and
groups associated with or inspired by FTOs or individuals. 1&A’s analysis further considered threats posed by
domestic violent extremists—domestic terrorism—that are inspired by ideologies other than that espoused by FTOs.
I&A notes that the current threat environment is dynamic, as referenced in the DHS National Terrorism Advisory
System (NTAS) Bulletin first released in June 2016 and continuously reissued since then. The Homeland currently
faces an ongoing, persistent challenge from HVES, who because of the individualized nature of the radicalization*
process and ability to operate with few observable indicators that would generate reporting, could launch attacks with
little or no warning. This dynamic threat environment highlights the importance of vulnerability and consequence in
any given jurisdiction’s risk formula calculation.

(U//FOUO) Whatis NOT included in the threat analysis?

(U//FOUO) Threat analysis does not include the notional potential attractiveness of a target to a possible terrorist, or
the consequences of any attack to infrastructure within a particular jurisdiction. These aspects fall outside the scope of
the threat analysis, but would be captured in the other aspects of FEMA’s risk formula.

(U//FOUO) The analysis did not include criminal activity, casings, threats, or aspirations where there is no clear or
discernable evidence that the perpetrator was motivated by a terrorist or violent extremist ideology.

(U//FOUQO) What time period or timeframe is employed for IC reporting?

(U//FOUQ) I&A includes a review of IC disseminated threat reporting and incidents cited in finished intelligence
products to supplement FBI information. This timeframe—from August 2015 to January 2018— allowed us to capture
the current threat reporting while recognizing the dynamic nature of the Homeland threat environment. Reporting prior
to this timeframe is outside the scope of the analysis. Reporting after this timeframe will be considered for
incorporation in the threat analysis that is used in future iterations of the grants process.

4 (U/IFOUO) DHS defines radicalization as the process through which an individual changes from a non-violent belief system to a belief system that includes the
willingness to actively advocate, facilitate, or use unlawful violence as a method to effect societal or political change.
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(U//FOUOQO) Can representatives for the various states, territories or MSAs review or

obtain actual or potential IC reporting about their respective jurisdictions?
(U//FOUOQ) State and local representatives with the appropriate security clearances and with a bona fide “need to
know” are able to access disseminated threat reporting. We have sent out detailed instructions to I&A Intelligence
Officers at fusion centers to ensure a standard is uniformly applied to what reporting is being examined. Questions
about access to specific reporting can be directed to your Intelligence Officer (10), who can then leverage I&A’s
headquarters element.

(U//FOUO) How is FBI information used?
(U//FOUO) We juxtaposed I&A’s review of IC disseminated reporting with a review of FBI information —which
incorporates information from FBI field offices.

(U//FOUOQ) If our interpretation of FBI information placed a location at a higher threat level than the available 1C
disseminated threat reporting, we would assess that location to be at the higher threat level. For FY2018, if the assessed
threat levels differed by one, our interpretation of FBI information had greater weight.

(U//FOUO) Whatrole does my fusion center play in terms of contributing threat data

to I&A as part of this process?

(U//FOUQ) As the subject matter experts about your jurisdiction, we welcome the involvement of your State or Major
Urban Area Fusion Center in providing information to help inform I&A’s threat analysis. We recommend you engage
with your local 10 in order to ensure that any relevant terrorist threat data is being included as part of the threat
analysis. Every year, as soon as possible before the initial risk profiles are sent out by FEMA, 1&A sends a requests for
information to our field officers to request data that may meet threshold for inclusion in the threat determination. We
encourage regular involvement of fusion centers in order to convey any relevant terrorist threat information at that time.
In addition, the comment period following the release of the draft risk profiles during the risk validation process is
another opportunity for providing additional feedback; however, involvement at the earlier stages of the process is
encouraged.

(U) How do I find out who my local Intelligence Officer is?
(U) You can contact DHS-SPS-RFI@hg.dhs.gov and we will be sure to provide you the correct point of contact.

(U//FOUO) How is the threat ranking included with the calculation for the rest of the

risk formula?
(U//FOUQ) Threat is based on qualitative assessments. Further questions about the quantitative calculations associated
with the formula should be addressed to FEMA via FEMA-MSA-Process@fema.dhs.gov.

UNCLASSIFIED//FOR OFFICIAL USE ONLY



FY 2018 SHSP and UASI Risk Data Sources

Components

Threat

Intelligence Community (IC) reporting and FBI information. The threat assessment includes IC
disseminated threat reporting that revealed known and credible violent extremist plots, casings,

Targeted Infrastructure Index:

The targeted infrastructure count is a subset of the DHS Office of Cyber & Infrastructure
Analysis (OCIA) Level 1 and Level 2 count for assets and systems in the jurisdiction that DHS
Intelligence and Analysis (I&A) assesses as most likely to be targeted, including:
transportation (aviation, mass transit, and commuter rail); large public and commercial
facilities and venues (hotels, resorts, stadiums and arenas, and large office buildings); and
government facilities.

Data

Threat Level

Targeted Infrastructure
Counts

Source

DHS, Office of Intelligence & Analysis
(I&A), with input from the Federal
Bureau of Investigation and National

threats, or aspirations. Counterterrorism Center.
Vulnerability

DHS/OCIA with input from DHS/I&A

Border Index:

Border Crossings:

The number of border crossings is provided by CBP and includes crossings of international
borders into the United States by train, bus, commercial truck, personal vehicle, pedestrian,
ferries and other waterborne vessels, and both commercial and private aircraft.
International Borders:

The presence of international borders. Each jurisdiction received either full credit or none (i.e.,
Yes or No).

International Waters:

The presence of a coastline facing international waters. Each jurisdiction received either full
credit or none (i.e., Yes or No).

Isolation:

Border Crossings — total
number of crossings

DHS/CBP Office of Field Operations /
Planning, Program Analysis and
Evaluation (PPAE) (Crossing counts for
the twelve-month period spanning August
1, 2016 through July 31, 2017)

International Borders

Inspection of National Geospatial-
Intelligence Agency’s U.S.-Canada and
U.S.-Mexico border GIS shapefiles

International Waters

Inspection of National Oceanic and
Atmospheric Administration’s Office of
Coast Survey GIS dataset “Collision
Regulation Lines in U.S. Waters”

Visitors:

The summation of the average daily international and domestic visitor population within a
jurisdiction. Additional detail is described within the population index.

Special Event Metric:

The special event metric incorporates both Special Event Assessment Rating (SEAR) and
population data. The SEAR Methodology determines the relative risk of a terrorist attack for
each special event submitted using a scenario-based assessment, which includes terrorist attack
scenarios, to help determine the event’s risk as well as vulnerability and consequence data. The
number of events considered is proportional to the full population of each jurisdiction, relative
to the total population of all participants. The total population is used to calculate an event risk
score per capita for each jurisdiction.

States, territories, and MSAs outside the contiguous U.S. Each jurisdiction received either full | [solation = Inspection of USGS National Boundary
credit or none (i.e., Yes or No). Dataset
Soft Target Index: Visitors =  Same as the domestic and international

visitor data as detailed in the Population
Index

Special Event Metric

DHS Office of Operations Coordination
Special Event Assessment Rating (SEAR)
data, with the Total Population (residents,
commuters, and visitors) as calculated in
the Population Index




Components

Consequence

Population Index:

The Population Index incorporates both population and population density at the Census block
group level to account for variations in population distribution across states and Metropolitan
Statistical Areas (MSAs). It accounts for the resident population, commuters, and visitors, and
also incorporates population density. The population density in the Population Index is now
capped for the densest 1 percent of block groups. The block groups in this top 1 percent will
receive the same population density as the 99th percentile block group.

Data

Census (resident)

Source

U.S. Department of Commerce, Census

Population Bureau (2010 Census and 2016 estimates)
Commuters — daily U.S. Department of Commerce, Census
estimate Bureau (2006-2010 American

Community Survey updated using the
2011-2015 version)

Domestic Visitors — daily
estimate

D K. Shifflet & Associates (2014, 2015,
and 2016)

International Visitors —
daily estimate

U.S. Department of Commerce, National
Travel & Tourism Office (2014, 2015,
2016); Statistics Canada (2014, 2015,
2016); and Banco de México as published
by the North American Transportation
Statistics on-line database (2013, 2014,
2015)

Land Area U.S. Department of Commerce, Census
Bureau (2010 census)
Gross Domestic Product Index: GDP by State U.S. Department of Commerce, BEA

The Gross Domestic Product Index is a measure that is proportional to the amount of economic
disruption that could be caused by a generalized attack on an area. It is taken to be the Gross
Domestic Product (GDP) of the jurisdiction.

(GDP by state, 2016 estimates)

GDP by U.S. Territories

CIA World Factbook (for Puerto Rico
GDP, 2016 estimate)

U.S. Department of Commerce, BEA
(GDP for American Samoa, Guam, USVI,
and Northern Marianas Islands, 2016
estimates)

GDP by MSA

U.S. Department of Commerce, BEA
(GDP by MSA, 2016 estimates)

U.S. Department of Commerce, BEA,
(Local Area Personal Income by MSA
and County, 2016 estimates)

GDP for San Juan, PR

CIA World Factbook (Puerto Rico GDP,
2016 estimate) and U.S. Department of
Labor, Bureau of Labor Statistics (Puerto
Rico and San Juan Labor Force, 2016)

National Infrastructure Index:

The National Infrastructure Index is developed from the DHS OCIA Level 1/Level 2 Program
and represents the count of Level 1/Level 2 assets/systems within a jurisdiction. These counts
exclude Chemical Facility Anti-Terrorism Standards (CFATS) facilities and include defense
industrial base (DIB) facilities.

Level 1 & 2 Asset/System
Counts

DHS/OCIA




Components Source

Military Personnel Index: Military Personnel = U.S. Department of Defense, Defense
The Military Personnel Index is composed of the number of U.S. military personnel stationed Manpower Data Center, data as of 30
at installations within a jurisdiction (e.g., state or urban area) The count of military personnel September 2016

includes the number of active duty, reserve, guard troops, and civilian personnel assigned to

bases.

Note: FY 2018 methodology uses the 2017 version of the Metropolitan Statistical Area (MSA) list from the U.S. Census Bureau.
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Memo to: STARRS Board

From: Staff
Subject: STARRS Finance Committee Report
Date: April 9, 2018

The STARRS Finance Committee met on Friday, April 6, 2018 to make recommendation
for awarding potential funding from the FY 2018 Urban Areas Security Initiative (UASI)
Grant program. On March 23, 2018 the U.S. Congress passed the FY 2018 federal
government budget, thus averting a government shutdown, which was signed by the
President later that afternoon. Staff anticipates the release of the U.S. Department of
Homeland Security’s (DHS) notice of funding opportunity for the UASI grant program
sometime in the coming months. Because the FY 2018 Homeland Security grant
guidance has not been released, the Committee used the FY 2017 award amount of
$2,962,000 to determine funding distributions.

After accounting for Management and Administration costs for both the State Office of
Homeland Security and East-West Gateway, the total amount of grant funding cannot
exceed $2,658,955 in proposed projects. The Committee also included the 25% required
set aside for law enforcement terrorism prevention-oriented activities at a total of
$740,500.

To assist the members of the Finance Committee in reviewing the 63 projects totaling
$14,858,051, staff prepared Investment Justification Summary Sheets (attached) for each
of the projects submitted by the STARRS Subcommittees. The Summary Sheets
included a description of each proposed project within the investment justification, the
Core Capabilities and Threat and Hazard Identification and Risk Assessment (THIRA)
gaps that would be addressed, the estimated cost, and which of the Urban Area Strategies
it addressed. Prior to the meeting, Committee members were required to score each
project on a Force Comparison Worksheet. Finance Committee members used the
worksheet to vote on which projects were most important to the region.

During the Committee meeting staff advised Committee members of available washout
funding from the FY 2016 and FY 2017 UASI grant budgets, which totaled $454,628.
This information was used by the Committee as a guide to determine funding distribution
for FY 2018 and the washout funds.

In addition, staff advised the Committee of several equipment items that were submitted
that are on the DHS Controlled Equipment list. The purchase of equipment items on this
list have additional Application, Policy and Protocol, Training (to include training on
Civil Rights and Liberties), After Action Reports and Record Keeping requirements that
must be submitted and approved by DHS prior to their purchase.

14301 SOUTH OUTER 40 DRIVE, TOWN & COUNTRY, MO 63017 Coordination
Communication
Integration
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The attached spreadsheet provides a summary of the Committee’s funding
recommendations along with the Committee’s Motions and Votes.

Staff Recommendation: Staff recommends that the Board accept the recommendations
of the STARRS Finance Committee.

Attachments



UASI 2018 Funding
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Rank Projects Scores Requests UASI WASHOUT LE Contrib
TEW - Fusion Center Sustainment 1.93 $544,542 $544,542 $544,542
Regional - Sustain STARRS staff (13 months) 1.75 $950,000] $950,000
Comm - Microwave Upgrade 1.60 $6,147,359 SO
LE - Metro Air Support Camera System 1.52 $497,650] $497,650
EM - Flood Damage Reduction Tool 1.47 $155,000] SO $92,000
USAR - Water Rescue Sustainment 1.47 $106,628 SO $106,628
LE - Jeff Co SWAT Headsets (25) 1.39 $29,245 $29,245
LE - Metro Air Support Mapping Overlay 1.38 $528,000] SO $256,000
EM - Resource Tracking Systems (3) 1.36 $31,578 $31,578
Regional - Aerial Photography Project 1.36 $600,000 SO
EM - Propane Generators (3) 1.31 $57,000 SO
Comm - Vislink Transmitters & Antennas 1.31 $86,500 $86,500
LE - Monroe Co Active Shooter Gear (18) 1.24 $7,500 SO
Regional Training Support 1.24 $100,000 $81,041
LE - Jeff Co Resp Protective Equip (25) 1.21 $117,125 $117,125
LE - St Charles Co Night Vision Monoculars (4) 1.21 $14,000 $14,000
EMS - Deployable Protective Equipment 1.19 $70,000 SO
HazMat - Team Equipment Sustainment (7) 1.19 $70,000 $70,000
PH - Fit Test Supplies (8) 1.19 $13,760 $13,760
LE - Franklin Co Night Vision Monoculars (15) 1.19 $52,500 $52,500
Comm - Vislink Receiver/Decoder 1.16 $81,500 $81,500
Regional Exercise Support 1.16 $50,000 SO
EM - Trailer Mounted Waterpumps (2) 1.14 $25,000 $12,500
PH - CSTE Conference & Training (4) 1.13 $12,000 SO
LE - St Charles Co Bomb Suits (2) 1.10 $64,000 $32,000
PH - Epidemiology Workshop (4) 1.08 $4,000‘ SO
LE - St Clair Co Entry Tools (4) 1.07 $2,250 SO
LE - SLMPD Ballistic Helmets (24) 1.07 $16,008 SO
USAR - Rope Rescue Sustainment 1.04 $82,377
USAR - Collapse Rescue Sustainment 1.03 $15,600]8 $15,600
EMS - Tactical Med Bags 1.03 $68,201
HazMat - AreaRae Sustainment (7) 1.02 $98,000] PREFERRED 4
HazMat - Hazmat Technician Course 0.98 $47,500
Comm - Vislink Test Equipment 0.97 $23,864 $23,864
MF - Portable Morgue Unit & Go Bags 0.96 $35,000 PREFERRED 3
LE - St Louis Co Gas Mask Comms (30) 0.94 $5,550 $5,550
USAR - Technical Rescue Training (15 classes) 0.94 $220,000
HazMat - SCBA Sustainment (24) 0.92 $144,000
EMS - Strike Team & Task Force Leader Training 0.92 $14,500
EMS - Infection Control Education (3) 0.90 $17,000 SO SO
EMS - Active Shooter/Terror/MCI Exercise 0.89 $13,700
LE - St Louis Co Ballistic Gear (7) 0.87 $12,000
PH - GVN Mail Campaign 0.83 $25,000
EMS - Tactical EMS 0.80 $218,000
LE - St Louis Co Night Vision Monoculars (4) 0.80 $22,060 PREFERRED 1
LE - Bomb & Arson Upgrades 0.79 $321,000
USAR - UTV (5) 0.78 $80,000
LE - SLMPD Mobile Gunshot/LPR System 0.76 $125,000 PREFERRED 2
EMS - CONTOMS School 0.74 $45,000
LE - SLMPD FLPR Cameras (10) 0.74 $90,000
LE - St Louis Co Breacher Kit 0.73 $7,224
EMS - USAR Medical Team Specialist 0.72 $80,000
CERT Regional Support (500) 0.70 $72,000




LE - SLMPD GunOps Web Tool 0.68 $42,000
LE - SLMPD Bang Stick (1) 0.66 $1,060
EMS - Mobile Routers 0.55 $155,400
EM - EM Conferences 0.54 $54,180
Convention Cntrs/Arenas - Magnetometers (75) 0.50 $435,000
LE - Jeff Co SWAT Equipment Truck 0.48 $308,804
St Louis Co Fire Academy SCBA (42) 0.39 $250,722
Comm - UASI Radio Cache 0.38
USAR - Computers (10) & Printers (5)

LE - SLMPD Incident Command Vehicle

$14,773,051

$2,658,955 $454,628 $1,292,612



STARRS Finance Committee Meeting 2018 UASI Grant Funding Requests and 2016/2017 Washout Funds April 6, 2018
Motions and Votes
Motions Votes by Committee Member Total Votes
Total Amt. Motion b nd B bstai Pass/Fail
# Description Funded otion by nd By Greg B. Gary C. DonF. Justen H. Joann L. Dave T. Warren R. N | Abstain
Provide 2018 UASI funding for: (a) Fusion Center Sustainment at a
1 1,494,542.00 G B. Don F. Y Y Y Y Y Y Y 0 0 P d
total of $544,542; and (b) Sustain STARRS Staff at a total of $950,000 | *~*9% (€8 on asse
2 Provide 2018 UASI funding for Metro Air Support Camera System at a $497,650.00 Joann L. Greg B. v v v v v v v o o Passed
total of $497,650
Provide 2016/2017 washout funding for Flood Damage Reduction
3 92,000.00 Greg B. Gary C. Y Y Y Y Y Y Y 0 0 Passed
Tool at a total of $92,000 s J ¥
4 Provnl:le 2016/2017 washout funding for USAR Water Rescue $106,628.00 Gary C. Dave . v v v v v v v 0 0 Passed
Sustainment at a total of $106,628
Provide 2016/2017 h funding f ff WAT Hi
5 rovide 2016/2017 washout funding for Jeff Co S eadsets at a $29,245.00 Gary C. Don F. v v v v v v v 0 0 Passed
total of $29,245
Move the Jeff Co SWAT Headsets into 2018 UASI funding and provide
6 2016/2017 washout funding for the Metro Air Support Mapping $256,000.00 Gary C. Dave T. Y Y Y Y Y Y Y 0 0 Passed
Overlay at a total of $256,000
7 Z;c;v;eszms UASI funding for Resource Tracking Systems at a total of 431,578.00 Don F. Joann L. v v v v v v v 0 0 Passed
3 Z;{;vg:;zom UASI funding for Regional Training Support at a total of $75,000.00 Joann L. Greg B. v v v v v v v 0 0 Passed
9 Provide 2018 UASI funding for Vislink Transmitter & Antennas at a $86,500.00 Joann L. Greg B. v v v v v v v 0 0 Passed
total of $86,500
10 Provide 2018 UASI funding for Jeff Co Resp Protective Equipment at a $117,125.00 DaveT. Joann L. v v v y y y y 0 0 Passed
total of $117,125
Provide 2018 UASI funding for St. Charles Co Night Vision M I
11 oviee unding for st. tharies Lo ight Vision Monoculars | ¢, 4 500.00 Joann L. Greg B. Y Y Y Y Y Y Y 0 0 Passed
at a total of $14,000
12 Do not provide funding for EMS Deployable Protective Equipment 50.00 Greg B. DaveT. Y Y Y Y Y Y Y 0 0 Passed
13 Provide 2018 UASI funding for HazMat Team Equipment Sustainment $70,000.00 GregB. Gary C. v v v v v v v 0 0 Passed
at a total of $70,000
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STARRS Finance Committee Meeting 2018 UASI Grant Funding Requests and 2016/2017 Washout Funds April 6, 2018
Motions and Votes
Motions Votes by Committee Member Total Votes
Total Amt. Motion b ond B G G bstai Pass/Fail
# Description Funded otion by nd By reg B. ary C. DonF. Justen H. Joann L. Dave T. Warren R. N | Abstain
14 Provide 2018 UASI Funding for Public Health Fit Test Supplies at a $13,760.00 Justen H. DaveT. v v v v v v v 0 0 Passed
total of $13,760
Provide 2018 UASI funding for Frank Co Night Vision M: | t
15 rovide 2018 UASI funding for Frank Co Nig| ision Monoculars at a $52,500.00 GregB. Gary C. v v v v v v v 0 0 Passed
total of $52,500
16 Provide 2018 UASI funding for Vislink Receiver/Decoder at a total of $81,500.00 DaveT. Greg B. v v v v v v v o o Passed
$81,500
17 Do not provide funding for Regional Exercise Support 50.00 Dave T. Greg B. Y Y Y Y Y Y Y 0 0 Passed
18 Provide 2018 UASI funding for Trailer Mounted Waterpumps at a $12,500.00 DaveT. Joann L. v v v v v v v o o Passed
total of $12,500
19 Do not provide funding for CSTE Conference & Training 50.00 Warren R. Joann L. Y Y Y Y Y Y Y 0 0 Passed
2 Provide 2018 UASI funding for St. Charle Co Bomb Suits at a total of $32,000.00 DaveT. Greg B. v v v v v v v o o Passed
$32,000
Epi iol ksh f f Regional Traini
21 pidemiology workshop to be funded out of Regional Training $0.00 DaveT. Justen H. v v v v v v v 0 0 Passed
Support
22 Do not provide funding for St. Clair Co Entry Tools 50.00 Don F. Greg B. Y Y Y Y Y Y Y 0 0 Passed
23 Do not provide funding for SLMPD Ballistic Helmets 50.00 Dave T. Greg B. Y Y Y Y Y Y Y 0 0 Passed
2 zrzgv;dse‘lzms UASI funding for Vislink Test Equipment at a total of $23,864.00 Joann L. DaveT. v v v v v v v 0 0 Passed
25 Provide 2018 UASI funding for USAR Collapse Rescue Sustainment at $15,600.00 Greg B. DaveT. v v v v v v v 0 0 Passed
a total of $15,600
Provide 2018 UASI funding f . Loui Mask
26 s;";;‘:)e 018 UASI funding for St. Louis Co Gas Mask Comms at $5,550.00 Gary C. GregB. Y Y Y Y Y Y Y 0 0 Passed
Put inil 6,041 2018 UASI funding into Regi | Traini
g7 Putremaining 56, AT I T $6,041.00 Greg B. Justen H. % % % % % v v 0 0 Passed
Support
The priority list for 2018 washout funding/any additional 2018 UASI
grant funding is as follows (in order of priority): (a) St. Louis Co Night
28 0.00 J L. D T. Y Y Y Y Y Y Y 0 0 P d
Vision Monoculars; (b) SLMPD Mobile Gunshot/LPR System; (c) 3 oann ave asse
Portable Morgue Unit & Go Bags; (d) HazMat AirRae Sustainment
Subtotal 2016/2017 Washout Funding $454,628.00
Subtotal 2018 UASI Funding $2,658,955.00
Total All Funding $3,113,583.00

Page 2 of 2
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Memo to: Board of Directors

From: Staff
Subject: Regional Security Expenditures
Date: April 9, 2018

Staff is requesting authorization to expend funds in support of regional security that will
improve the region’s disaster preparedness and response capabilities. Funding will
come from the U.S. Department of Homeland Security’s Urban Areas Security
Initiative (UASI) grant program. Attachment A summarizes this purchases totaling
$169,975. Also attached is a summary description of all budgeted expenditures from the
UASI grants (Attachment B).

1. International Association of Bomb Technicians and Investigators Training -We
are requesting approval to send six regional law enforcement bomb technicians to
the International Association of Bomb Technicians and Investigators (IABTI)
training in Reno, Nevada on June 17, 2018 through June 22, 2018. The IABTI
training provides updated information on the latest technology being used to create
numerous types of explosive devices. This includes bomb disposal techniques,
Improvised Explosive Device (IED) technology, bombing trends and post blast
analysis. The course will address significant bombing events that have occurred
around the world to include investigations and case studies. By reviewing actual
incidents and case studies the bomb technicians’ knowledge is enhanced thus
improving their response capabilities in the region. Total cost will not exceed
$11,160, which covers the costs for course registration, airfare, hotel and meals for
six bomb technicians.

2. Portable Gateway Repeater Systems — We are requesting approval to purchase
five Portable Gateway Repeater devices for the region’s Urban Search and Rescue
(USAR) teams. These field deployable devices extend the range of portable radio
systems, and are able to bridge communications between different first responder
radio systems - allowing interoperability among disparate radio systems. They can
be used to interconnect municipal, state and federal radios, public safety and
military radios, land-line and satellite telephones, 700Mhz, 800Mhz, UHF, VHF,
VoIP devices, and cell phones within minutes of deployment. The equipment will be
housed within waterproof portable mobile cases. One device will be given to each of
the region’s five USAR teams. Total cost will not exceed $57,769.

14301 SOUTH OUTER 40 DRIVE, TOWN & COUNTRY, MO 63017 Coordination
Communication
Integration
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3. Percussion Actuated Non-electric (PAN) Disrupters Device — We are requesting

approval to purchase six Percussion Actuated Non-electric (PAN) Disrupter devices
for the St. Louis Metro Bomb Team. The PAN Disrupters are explosive ordnance
disposal (EOD) tools which are designed to remotely disable and render-safe
improvised explosive devices (IEDs) without causing the IED to explode. The
device uses standard commercial blank shotgun shells with a special modified
projectile (usually water) to open a suspicious package and disrupt the explosive
firing sequence. Total cost will not exceed $36,270.

Law Enforcement Crisis Response Throw Phone Systems — We are requesting
approval to purchase three Crisis Response Throw Phone Systems for the Franklin
County and Jefferson County Sherriff’s Departments and the St. Louis County
Police Department. The Crisis Response Throw Phones are used by the tactical
response teams during hostage or crisis negotiations. These phones handle all forms
of telephone contact, i.e., traditional copper-dial tone lines and cell phones. They
digitally record the event and keep law enforcement command staff and tactical
personnel aware of exactly what is occurring in the barricaded area. Total cost will
not exceed $64,776.

The purchases described in this memo are being made in accordance with the agency’s
procurement policy.

Staff Recommendation: Staff recommends that the Board approve the expenditure of

funds as follows:

for the costs associated with course registration, airfare, hotel and meals to send six
regional law enforcement bomb technicians to the International Association of
Bomb Technicians and Investigators training in Reno, Nevada on June 17, 2018
through June 22, 2018 in an amount not to exceed $11,160;

for the purchase of eight ICRI-E tactical repeater/bridge communications
interoperability devices from Communications Applied Technology in an amount
not to exceed $57,769;

for the purchase of six Percussion Actuated Non-electric (PAN) Disrupter devices
from Concept Development Corporation in an amount not to exceed $36,270;
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e for the purchase of a crisis response rescue phone from Rescue Phone, Inc. in an
amount not to exceed $26,490; and

e for the purchase of two crisis response throw phone from the Enforcement
Technology Group, Inc. in an amount not to exceed $38,286.

for a total amount not to exceed $169,975 from the UASI grant program.



ATTACHMENT A

Expenditures for Equipment and Services

April 9, 2018
Vendor Description Jurisdiction/Agency Quantity Cost
Emergency Response Training (UASI)
St. Louis Metropolitan Police Department Int . A iati ¢ Bomb Technici & St. Louis City 2 $3,720
St. Louis County Police Department nternational Aissociation of Bomb Technicians St. Louis County 2 $3,720
Investigators Training
St. Charles County St. Charles County 2 $3,720
Emergency Response Equipment (UASI)
Szgnmunlcatlons-Applled Technology (Reston, Portable Gateway Repeater Systems Regional 5 $57,769
Concept Development Corporation (Fountain Percussion Actuated Non-electric (PAN) St. Louis City, St. Louis 6 $36.270
Hills, AZ) Disrupters County, St. Charles County ’
Rescue Phone, Inc. (Crofton, MD) Crisis Response Rescue Phone Franklin County 1 $26,490
Enforcement Technology Group, Inc. Crisis Response Throw Phones St. Louis County, Jefferson 2 $38,286
(Milwaukee, WI) County
TOTAL EXPENDITURES] 169,975.00

Total UASI Expenditures: $169,975




ATTACHMENT B
Cumulative Budgeted Expenditures for Major Projects under Urban Areas Security Initiative
through Fiscal Year 2016

Prior amount Remaining
Total approved by to be
Budgeted EWG Board This request approved

Critical Response Teams
A key goal under the UASI Strategy is to strengthen our critical Hazmat / HR $18,792,753 $18,367,521 $57,769  $425,232
response teams. We have largely accomplished this goal with Mass Casualty 1,172,980 1,091,753 0 81,227
hazardous materials and heavy rescue equipment and training. These Incident
teams are capable of responding to terrorist attacks, industrial Management
accidents or natural disasters like earthquakes and tornadoes. Another Teams 2,355,312 2,211,194 0 144,118
element of critical response includes medical supplies for mass
casualty incidents. The MCI trailers represent the first stage of meeting
this need for the EMS community. Also included is equipment for
Incident Management Teams that will consist of emergency responders
from all disciplines. These mobile teams are activated to support
emergency responders managing an event where the event continues
over many hours or days.
Law Enforcement Tactical Team Equipment
There are 7 law enforcement tactical response units in the region Misc equipment: 9,402,894 8,901,758 101,046 501,136
which need communications, tactical lights and personal protective Tactical vehicles: 4,514,819 4,514,819 0 0
equipment. Three of the teams will receive tactical vehicles and
Metro Air Support will receive a helicopter and other equipment to
support response to a variety of terrorist incidents.
Interoperable Communications
A variety of projects come within the description of Interoperable Radios, phones, 8,758,026 8,579,774 0 178,252
Communications. Radio caches, satellite phones and video video conf. etc:
conferencing and the Land Mobile Radio Communications Plan are Microwave 9,338,047 9,188,047 0 150,000
included, as well as a microwave tower backbone system. system:

Radio Plan: 694,300 674,300 0 $20,000
The Virtual EOC

5,278,534 5,278,534 0 0

The virtual EOC strengthens regional collaboration on a day to day
basis through a web based interactive network that links the
region's eight EOC's and numerous other users for planning,
preparing for and responding to an incident. In future years we hope
to add a robust Geographic Information System capability.



ATTACHMENT B
Cumulative Budgeted Expenditures for Major Projects under Urban Areas Security Initiative
through Fiscal Year 2016

Prior amount Remaining
Total approved by to be
Budgeted EWG Board This request approved
Emergency Patient Tracking
$2,422,320 $2,422,320 $0 $0
Patient Tracking allows emergency medical services and hospitals
to rapidly enter data about a patient into a secure wireless web-
based tracking system. The data includes identification, triage
condition and transport information and allows the hospitals to
balance patient loads and provide information to families.
Universal ID Project
This system provides a uniform identification card for fire, law 557,812 557,812 0 0
enforcement and volunteers with credential information embedded
in the card.

Expand Public Health Capabilities

Local public health agencies are working to prepare the region and 2,942,741 2,764,402 0 178,339
protect citizens and first responders in the event of bioterrorism and

natural diseases. Work is underway to establish an automated

syndromic surveillance system for the early detection of naturally

occurring or man made disease outbreaks.

Mass Casualty Equipment, Medical Supplies and Software for Hospitals

Hospitals are preparing the region for a response to a medical 2,296,305 2,177,244 0 119,061
surge or mass casualty incident (MCI) by staging emergency

response trailers that are equipped with medical supplies, cots and

bedding at selected hospitals for deployment anywhere in the St.

Louis region. In addition, the hospitals will dispense medicine to

employees, their families and patients in the event of a large-scale

bioterrorist or naturally occurring iliness. The hospitals have

software that will help with the dispensing of this medicine and the

management of an MCI when it occurs.

Disaster Incident Management System for Hospitals and Tactical Response

The disaster incident management software system provides a $2,351,808 $2,270,308 $0 $81,500
tactical incident management capability for hospitals and response

teams that includes federally required forms and plans. For the

hospital systems it also includes a regional bed tracking capability.



Terrorism Early Warning Center

The TEW is operated by the St. Louis Metropolitan Police
Department and the St. Louis County Police Department and
serves as a central clearinghouse for information and intelligence to
help detect and prevent acts of terrorism.

Citizen Preparedness

This program includes Citizen Emergency Response Teams and
other similar teams designed to educate the public about disaster
preparedness and train them to assist their neighbors. Expenditures
include equipment and training to help citizens learn to respond to
hazards as part of a team in their neighborhood or workplace, and
public information. The program also includes the sheltering project
which brings generators and shelters into the region to protect
citizens who need shelter.

Regional Coordination Planning

Includes regional emergency coordination planning, mutual aid
improvements, public information and enhancements to critical
infrastructure protection.

Exercises

A regional Full Scale Exercise (FSE) will be held during the second
quarter of 2016. The FSE scenario will be terrorist based involving

a mass casualty incident and will involve regional hospitals, public

health, fire and law enforcement agencies.

Training

Most disciplines have received and will continue to attend training
activities to enhance their skills. Included are heavy rescue,
hazmat, incident management teams, law enforcement, public
health and hospitals.

ATTACHMENT B
Cumulative Budgeted Expenditures for Major Projects under Urban Areas Security Initiative

Totals:

! This total represents the sum of UASI funds awarded for equipment and contractual

obligations for fiscal years 2003 - 2017. The schedule represents the cumulative amount

spent, from both open and closed grants, on major projects since the inception of the

Homeland Security Grant Program.

through Fiscal Year 2016

Prior amount Remaining
Total approved by to be

Budgeted EWG Board This request approved
$ 3,834,597 $3,288,721 $0 $545,876
2,738,666 2,667,466 0 71,200
1,024,051 1,024,051 0 0
471,500 371,500 0 100,000
4,342,008 4,118,529 11,160 223,479
$83,289,473 ! $80,470,053 $169,975 $2,819,420
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Memo to: Board of Directors

From: Staff

Subject: Nomination of Sub-Committee Appointments
Date: April 9, 2018

The Nominating Committee offers updates to the Board Officers, appointments of STARRS’ Sub-
Committee representatives, the reaffirmation of existing Sub-Committee representatives and
approval for the removal of Subcommittee members.

NEW SUBCOMMITTEE APPLICANTS

The Nominating Committee recommends the following individuals for membership on a STARRS
Sub-Committee:

Hazmat

Derrick Phillips, Battalion Chief, City of St. Louis Fire Department. Chief Derrick Phillips has
had a distinguished career serving the St. Louis Fire Department for over 23 years. He currently
heads the Training Academy and commands the Office of Homeland Security. He previously
worked as the Chief Fire & Explosion Investigator and as the Public Education & Community
Affairs Officer. In addition to this, he’s previously worked as an Adjunct Faculty member for the St.
Louis Community College’s Firefighter program. He is currently an Associate Faculty member with
New Mexico Tech’s Energetic Materials Research and Testing Center, teaching courses on response
to terrorist bombing and suicide bombing incidents. He earned an Associate in Science degree in
Business Administration-Management from Columbia College, and went on to earn a Bachelor of
Science in Business Administration-Management Summa Cum Laude from Columbia College.
Chief Phillips is currently seeking a Master’s of Public Administration at Arkansas State University.

Request for Removals/Resignations

Law Enforcement

Jody O'Guinn, Alton Police Department, request for removal by committee

Staff Recommendation: Staff recommends that the Board of Directors approve the Nominating
Committee recommendations.

14301 SOUTH OUTER 40 DRIVE, TOWN & COUNTRY, MO 63017 Coordination
Communication
Integration
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